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Welcome!

The National Security Agency (NSA) is honored to host the NSA Cyber Exercise (NCX) 2026 cybersecurity competition. This year’s event, held at the Maritime Conference Center (MCC) in Linthicum Heights, MD and from your institution’s campus, is sure to test your knowledge and skills. An exciting event has been planned!

Now in its ninth year, the NCX advances strategic cybersecurity goals by developing and testing cybersecurity skills, teamwork, planning, communication, and decision-making of cadets and midshipmen in the five U.S. Service Academies, and students from the six Senior Military Colleges’ Corp of Cadets and DoD Cyber Institutes. NSA early and mid-career STEM/cybersecurity development programs and the USCYBERCOM Cyber National Mission Force (CNMF) are invited to compete for their professional development and skills assessment. 

The NCX serves a vital purpose in growing the next generation of cyber warriors and leaders to defend the Nation. As we have witnessed with recent cyber-related events, and how they impact world events, the need to develop our future cybersecurity workforce has never been greater! 

Participating in the NCX will provide you with valuable new skills and prepare you to tackle the latest cyber threats. It will allow you to put into practice the knowledge and skills you’ve gained throughout your academic courses, but more importantly it provides you the opportunity to network - build lasting friendships and professional contacts.

 Let’s have a clean, fair, and fun NCX 2026!



___________________________
Dr. Molly Smith  
Chief, Talent Learning & Development
Commandant, National Cryptologic University/Training Director
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[bookmark: _Toc223605667]INTRODUCTION/BACKGROUND

The NCX advances NSA and the National strategic cybersecurity goals by developing and testing cybersecurity skills, teamwork, planning, communication, and decision-making of students from the five U.S. Service Academies, and students from the six Senior Military Colleges’ (SMC) Corp of Cadets and DoD Cyber Institutes. NSA early and mid-career STEM/cybersecurity development programs and the USCYBERCOM Cyber National Mission Force (CNMF) are invited to compete for their professional development and skills assessment. 

Strong cybersecurity is essential to national security. National Security Directive (NSD)-42 authorizes the Director of the NSA (DIRNSA) to serve as the National Manager for National Security Systems (NSS) responsible for securing NSS. These are telecommunications and information systems operated by the U.S. Government (USG), including those that handle classified information or are otherwise critical to military or intelligence activities.  NSD-42 and other authorities enable the NSA to secure NSS and examine for threats and vulnerabilities; perform independent network assessments of USG classified systems; conduct attack sensing and warning for protection of the DoD Information Network; and execute monitoring for communications security and cybersecurity readiness testing of DoD information systems. The Director of the NSA is also the Functional Manager of the US SIGINT System, retaining operational control for how SIGINT supports the NSA cybersecurity mission and for technical control for cryptologic training. Through these authorities the DIRNSA promotes a competent cyber workforce. 

As an investment in the future, NCX prepares the next generation of cyber warriors in defending the Nation against cyber threats. As a result of the NCX, participants are better prepared to successfully outsmart, outmaneuver, and outlast cyber adversaries. This year’s NCX encompasses the cybersecurity knowledge and skills found in Appendix A. 

[bookmark: _Toc223605668]NSA CYBER EXERCISE (NCX) 2026

The NCX 2026 is scheduled for 8-10 April 2026, approximately 0800-1700 each day. The NCX returns to an in-person event taking place at the Maritime Conference Center (MCC), Linthicum Heights, MD. Service Academies and SMCs may elect to participate from their campuses. Split-based teams are allowed. As much as possible, the competition environment and experience will be similar. NSA and USCYBERCOM affiliates may only participate from the MCC.

See Appendix B for the comprehensive schedule. The organizers reserve the right to modify the schedule. 

This year’s exercise will feature a realistic operational scenario to better emulate real-world challenges and covers tasks and challenges within the cybersecurity topics of Active Attack, Malware, Software Development, and Policy. This year, the Policy module will be a team presentation. The exercise will culminate with an attack-and-defend Cyber Combat Exercise (CCX) that will include a physical hardware challenge. See further details in the Module Overview section. 

Participants and coaches are also invited to participate in a fun run/walk and other team building exercises. Refer to supplemental emails for details and updates.

This year’s NCX will incorporate webinars, Operations Orders (OPORDS), and Intelligence briefs/reporting to resemble real-life operations. 

All information to be successful in the NCX are found in this CONOP, will be made available during the NCX as scenario updates, and within the https://cyberskyline.com web-based platform. Intel briefs, reporting, and videos include amplifying scenario context that may provide intelligence leads that may help accomplish the mission objective/solve challenges. NCX Challenges include: 

· Software Development – Implementing a web server
· Active Attack – Session hijacking
· Malware – Reverse shells
· Hardware Challenge – Software Defined Radios

[bookmark: _Toc223605669]KEY DATES

Using the consolidated team roster template, coaches must submit their official consolidated team roster to the NCX Program Manager by 14 February 2026. Rosters must be complete with the title/rank, full name, and slated modules. Team Captains for each module must be identified. 

The NCX Program Manager will provide each coach with team links (one link per team per module) on/about 13 March 2026. Coaches will distribute the links to the respective team captain. 

On or about 20 March 2026 the NCX website, https://ncxcyberexercise.com/, will be available for team registration. See registration process. 	Comment by Chris Brown: As soon as you can get us the team names per institution, we can generate the links and open registration.  It's ready to go otherwise. 

[bookmark: _Toc223605670]










ROSTER/TEAM COMPOSITION

The NCX 2026 will challenge participants from the U.S. Service Academies, Senior Military Colleges (SMC), NSA, and USCYBERCOM’s Cyber National Mission Force (CNMF).

[image: ]

All participants must be U.S. Citizens and be at the Undergraduate level. 	Comment by Traylor, Sara N: Update the chart above based on how we decide to proceed (virtual, in-person, hybrid).

[bookmark: _Hlk221257082]Senior Military College participants must be enrolled in ROTC in the Corps of Cadets or be a SMC Cyber Institute cohort participant. SMC coaches must verify student eligibility with either the Commandant or the Cyber Institute Director prior to submitting their rosters.

In order to provide a level playing field regardless of organization size, each institution is limited to three teams of up to five (5) participants per module. The consolidated team roster maximum is 26. 

Only members on the consolidated team roster, as submitted by the coach and accepted by the NCX Program Manager prior to the start of the NCX, are eligible to participate. 

The number of NSA and CNMF teams, limited to five (5) participants per module, is determined after the U.S. Service Academies and Senior Military Colleges have determined their teams. Rosters for the NSA and CNMF teams are limited to a maximum of eight (8) members. 

While only five (5) members may actively participate in a module, coaches may assign additional team members to serve as substitutes on the consolidated roster.

Members may only participate on one team per module. 



Changes to the team lineup are not permitted once a module has begun. 

Refer to the email dated 11 February 2026 for additional roster instructions and consolidated roster template. 


[bookmark: _Toc223605671]REGISTRATION PROCESS

On or about 20 March 2026, the NCX website, https://ncxcyberexercise.com/, will be available for team member registration. 

The Team captains will:
0. Ensure all team members join their teams via the invite link;
0. Add and remove team members; 
0. Confirm that their team members have registered; and
0. Make any necessary changes to the team lineup PRIOR TO the start of the respective module.
Changes to the team lineup are not permitted once a module has begun. 

The NCX staff reserves the right to validate module team rosters and the consolidated roster throughout the NCX.  

All teams and team members must register on the https://ncxcyberexercise.com/ web-based platform and be assigned to their team(s) no later than 7 days prior to the start of the NCX, currently 1 April 2026 and no later than 1600 EST.  

Please note that simply creating an account does not constitute registration for the NCX, you must register for the NCX itself. 

Team members with accounts from other competitions/exercises must create a new account on the system. 
	
[bookmark: _Toc223605672]ENVIRONMENT OF TRUST AND CONDUCT

All NCX staff (government and contractor), participants/members, coaches, and instructors will demonstrate professional conduct, honesty, and integrity. Honor Codes at the U.S. Service Academies and Senior Military Colleges, and the NCU Administration Instruction I-01, NCU Academic Operations, specifically Academic Integrity and Academic Misconduct processes and procedures will be upheld. 

Professional conduct is expected throughout all communications with the organizers and its personnel. 

Do not violate any federal, state, local, tribal, or international laws. 

Activities such as alcohol and drug use, disrespectful or unruly behavior (including online, e.g. communications on Discord or Slack), sexual harassment, improper physical contact, violence, or willful physical damage have no place in the NCX. Inappropriate language, including in all answer submissions, choice of team names or handles, images, email, voice, chat, surveys, social media, symbols, emojis, etc., will not be tolerated. The NCX is an environment that is supportive, safe, inclusive, and fair to allow all participants to contribute and perform at their highest potential. 

Teams must participate without assistance from anyone other than another member on the same team module roster. All private and public forms of communication (including but not limited to, phone calls, emails, chat, texting, directed emails, forum postings, verbal and non-verbal conversations, requests for assistance, social engineering, etc.) outside of the team’s members that would help gain an unfair advantage, capture a flag or solve any of the tasks and/or challenges, are not allowed and are grounds for disqualification and/or a penalty assigned to the individual member or the entire team. 

Tasks and challenges may intentionally or unintentionally reference real organizations or individuals. Participants will not call, email, contact, or harass the referenced individuals or organizations in any way. 

Intentional or malicious violations of the rules of engagement including documentation found in the CONOP, Cyberskyline platform, other instructions and verbal guidance, as determined by the organizers, may be deemed unprofessional conduct and subject the violators to disciplinary actions. Those actions range from a warning to penalty assessments against team scores, to disqualification and/or expulsion, to loss of NSA summer internships, including the NSA Experiential Tour (NET) program.  

If there are allegations of intentional or malicious violations of the rules of engagement, the NCX Program Manager will inform the NCU Dean, College of Cyber and Cryptology to determine if misconduct has occurred. The NCX Program Manager will provide documentation of alleged violations to the Dean. If the allegations are true, penalties will be based on the severity and duration of the violation and may be assessed during or after the NCX concludes. Penalties may alter the team placement and overall winner of the NCX. Appropriate team coaches, department heads, deans, and supervisors will be notified for their awareness. The NCU Dean, College of Cyber and Cryptology will make the final determination. 

[bookmark: _Toc223605673]SOCIAL MEDIA

In an effort to share with the public the value of the NCX, the NSA-designated hashtag #NSACyberExercise may be used. Contact NSA Public Affairs, 443-634-0721 or mediarelations@nsa.gov,  for additional guidance on promoting participation in the NCX.  


[bookmark: _Toc223605674]MANDATORY DoD LOGIN BANNER

 Required by NSA’s Office of General Counsel, all team members will see a mandatory DoD Login Banner informing them of and requesting consent for computer monitoring. Participants must agree to the consent to participate in the NCX. 

PRIVACY ACT STATEMENT 
The below Privacy Act Statement has been approved for use for both the NCX and NSA Experiential Tour Programs and must be included when collecting or sharing personal identifiable information. 

PRIVACY ACT STATEMENT: Authority for collecting the requested information is contained in 5 U.S.C § 6101, 10 U.S.C §§ 1601-1614, and 50 U.S.C. §§ 831-835, 5 C.F.R § 610.121. DoD's Blanket Routine Uses (found at Appendix A of 32 CFR Part 310), as well as the specific uses enumerated in GNSA09, apply to this information. Authority for requesting Social Security Number (SSN) is Executive Order 9397, as amended. The requested information you provide will be used by the NSA Cyber Exercise (NCX) Program Manager in administration of the NCX. Your disclosure of the requested information, including full name, social security number, personal or academic email and citizenship is voluntary. However, failure to furnish the requested information may delay or prevent the National Cryptologic University, Early External Education in Cybersecurity, and the NCX contractors from contacting you regarding exercise and competition matters.

[bookmark: _Toc223605675]THEME

NCX 2026 modules have a shared theme to create an immersive experience and are designed to ensure participants realize direct real-world experiences. No scenario, challenge, problem, task, etc. has been used in any previous iteration of the NCX. Challenges within each module are well-defined, solvable, and without “level gating” to ensure forward progress can be made. 

 The focus area for NCX 2026 is Operational Technology and Critical Infrastructure Attack.

[bookmark: _Toc223605676]SCORING 

The below chart displays the scoring percentage per module.

	 
	DAY 1
	DAY 2
	DAY 3

	AM
	Software Development
15%
	Malware 
15%
	Cyber Combat Exercise
40%

	PM
	Active Attack
15%
	Policy 15% 
	

	
	
	
	Trophy Presentation



 

[bookmark: _Toc223605677]SCORE LEADERBOARD/SERVICE AVAILABILITY SCOREBOARD

The Team OTA Platform will host the Score Leaderboard and an additional Service Availability Scoreboard for Modules that require service availability checks (e.g., Cyber Combat Module) to provide details about the current performance of the Teams. Participants can view the Score Leaderboard and Service Availability Scoreboard across all Modules or select a specific Module to view it independently. The Score Leaderboard and Service Availability Scoreboard updates live and updates at least once a minute.

Teams will have awareness of other teams’ progress and scores during the CryptographySoftware Development, Data AnalysisActive Attack, and Forensics Malware modules held during Day 1 and Day 2, with the exception of the last 30 minutes of each module. During the Cyber Combat Exercise (CCX) held on Day 3, overall progress and status of the other teams will be shown until the last hour. Teams will be able to see their own progress and status at all times. 

For Modules that require service availability checks, a Service Availability Scoreboard will be used in addition to the Score Leaderboard to provide details about the current performance of the Teams. Throughout the exercise, the scoring system will check for service availability on each Team’s required services. A service report view will indicate which services are passing or failing availability checks. 

Observers may follow the scoreboard at https://ncx.cyberskyline.com/events/ncx/leaderboard/. 

[bookmark: _Toc223605678]RANKING MECHANISM

For all modules, a smaller (lower) numerical rank is better than a higher (larger) rank, e.g. a rank of 1 is better than a rank of 2. The Score Leaderboard ranks Teams based on three factors: points scored, accuracy of submissions, and time elapsed since last correct submission. These factors are used in this order:

1) The Team with the most points scored will have the best rank. (This is the primary determination of rank); 
2) If there is a tie between Teams based on points scored, then accuracy of submissions will be used as a tiebreaker (whoever has better accuracy will have the better rank); and
3) If there is still a tie based on accuracy, time of last correct submission will be used as the tie breaker (whoever submitted their last correct answer earlier will have the better rank).

The ranking system rewards Teams who are able to complete more challenges and penalizes Teams who guess on questions since their lower accuracy will put them below Teams who achieved the same score without making as many mistakes. The accuracy system allows for Teams to be differentiated based on how many submissions it takes them to obtain the correct answer, thereby awarding and encouraging precision in submissions. 

[bookmark: _lf2vrtt53bm7][bookmark: _Toc223605679]SCORING MECHANISM

Teams score points in the exercise by answering questions correctly or by passing a service availability check. The service availability checks are automatically conducted by the scoring system and at a variable and periodic interval. The service availability checks may also rotate through various Internet Protocol (IP) addresses. Scoring is solely additive, i.e. participants are not deducted points for incorrect answers or failing service availability checks. All participants have an equal opportunity to score points and points do not diminish over time or as others correctly solve the Challenges (i.e. the practice known to some as “dynamic scoring” is not used in the NCX).

When one member of the Team submits an answer, the progress is synchronized to the rest of the Team. (i.e. if one member gets the question correct, it counts for the whole Team and points are awarded); or if one member gets the question incorrect, it also counts for the whole Team and an attempt is deducted from the available pool for the Team for that given Challenge.
[bookmark: _j9pbnpq065nm]
[bookmark: _Toc223605680]HINTS

Some questions feature hints to help guide Teams to the correct answer. Points may be deducted upon the redemption of one of these hints. The cost of redeeming a hint is indicated prior to the redemption of a hint. Some hints have no point cost and may be redeemed for free.

[bookmark: _Toc223605681]FLAGS

Flags represent sensitive or secret information that one would store on a computer. Team OTA uses “SKY-ABCD-1234” as its sole flag format - the flag shall appear with the letters SKY, a dash, four letters, a dash, and then four numbers. 

Answers to challenge questions may be a flag, a word, a sentence, a number, a date, an IP address, a hexadecimal byte sequence, or other formats as specified in the challenge itself. Participants may freely submit their answers and the answers will be parsed by the Team OTA Platform and scored automatically. The Platform supports a variety of commonly accepted formats of the same answer, e.g. if the answer to a question is the numeric value 1337, then a submission of “1337” will validate as correct or a submission of “one thousand three hundred thirty seven” will also validate as correct. 

Each challenge has a limited number of attempts which is displayed on the challenge interface. Once the attempts have been exhausted, then the challenge will no longer accept any additional submissions. The pool of attempts is shared by the Team for team-based exercises. Therefore, participants are discouraged from brute forcing answers. 

Participants are welcome to progress through the challenges of a Module in any order and are not required to complete a previous challenge before progressing to the next one.

[bookmark: _Toc223605682]WINNER DETERMINATION

[bookmark: _Toc223605683]MODULE WINNER 

 Module winners are determined by the scoring rubric below

[image: ]

The highest scoring individual team in each module will receive 1st place and be recognized with a DIRNSA Challenge Coin. 

If a tie, the institution with the highest aggregate accuracy percentage wins. If there is still a tie based on accuracy, time of last correct submission will be used as the tie breaker.

[bookmark: _Toc223605684]TROPHY WINNER 

The winner of the NCX trophy is determined by the total number of points accumulated across all 3 days. 

Each institution’s trophy placement is based on their highest scoring individual team’s module score.

If there is a tie, the institution with the highest aggregate accuracy percentage wins. If there is still a tie based on accuracy, time of last correct submission will be used as the tie breaker.  

NSA Professional Development teams and the CNMF team are ineligible to win the NCX Trophy. 

Progress towards the NCX trophy will be shown after each module and at the start of each day’s events. The top 3 institution placements will be announced during the closing remarks/trophy presentation. 

[bookmark: _Toc223605685]RULES OF ENGAGEMENT

The NCX may contain assets such as devices, services, programs, accounts, or communication paths that are not to be targeted and are deemed to be OUT OF SCOPE. Specific details for those assets will be indicated in the instructions provided at the start of the module and will be accessible from within the competition environment. 

In the event of a conflict between the competition instructions and the Rules of Engagement, the instructions will supersede the Rules of Engagement.

In general, if you think you are going to do something questionable, ask an organizer first for approval. 

Participants found in violation of the Rules of Engagement or module instructions may be assessed a penalty at the discretion of the NCX Program Manager. See Modules, below, for additional Rules of Engagement information. 

Participants may ask organizers questions regarding topics including, but not limited to, clarification on challenge directives and challenge rules; however, organizers may not answer specific requests for aid with solving a challenge. Participants may not conduct social engineering attacks against organizers in any communications. 

Participants may communicate with organizers via the Team OTA Platform “Support” tab where a Support Ticket may be opened. Organizers generally reply to Support Tickets live, but may occasionally be delayed. A notification will be sent to the participant when a reply has been sent. 

Social engineering attacks against the organizers and its personnel are expressly prohibited. Attempts to conduct social engineering attacks, including but not limited to communication, digital or physical phishing, misrepresentation, and coercion, constitute an attack outside of the Designated Targets (reference Cyber Combat Exercise) and may result in immediate disqualification. 

Any systems on IP addresses outside of the predefined ranges (provided at the start of each module) for attack are not to be targeted, to include any services, programs, accounts, and/or communication paths they use. Actions may result in immediate disqualification. 

In Modules where service availability is required, the Team OTA Platform will provide a listing of the services that participants are required to maintain and defend. A network architecture diagram will be provided at the start of the exercise detailing the machines and required ports and services to earn service availability points. 

We recognize the evolving nature of technology and rise in the prevalent use and integration of artificial intelligence in everyday life; therefore, unlike previous years, the use of free, publicly available artificial intelligence tools is permitted and encouraged, subject to any license or terms of service restrictions!  

Use of Internet resources such as FAQs, how-to’s, pre-existing forums and responses, and publicly accessible company websites are permitted for use provided there is no fee required to access those resources and access to those resources has not been granted based on a previous membership, purchase, or fee. 

All Internet resources used during the exercise must be freely available to all participants participating in the exercise.

Where allowed, public Internet activity and access will be monitored, and any participant identified viewing inappropriate or unauthorized content will be subject to disqualification and/or a penalty assigned to the appropriate member/Team. For the purposes of the exercise, inappropriate content includes pornography or explicit materials, pirated media files, sites containing key generators and pirated software, etc. If there are any questions or concerns during the exercise about whether or not specific materials might be considered unauthorized, contact the organizers before using those materials.

Teams remaining virtual must have a camera in the competition area that clearly shows all participants and any observers. The video feed must remain activated and unaltered during the hours of the NCX.  

Observers are allowed into the competition spaces (on-site and virtual) on a “do not interfere” basis. 

[bookmark: _Toc223605686]HARDWARE/SOFTWARE

The NCX will be conducted in its entirety on the https://cyberskyline.com web-based platform, eliminating the need for VPN installations.  

For some challenges, participants may need to interact with the shell of a remote machine or a remote network. The Team OTA Platform will automatically provision and provide participants with a web-based terminal to enter the exercise network. Participants do not need to provide their own terminal emulation software. The provided remote machine will generally be a recent build of Kali Linux, the preferred Linux distribution for cybersecurity professionals.

Participants do not need to install any virtual private network (VPN) software to access the remote network infrastructure. 

The Team OTA Platform is accessible from any major browser, e.g., Google Chrome, Microsoft Edge, Mozilla Firefox, and Apple Safari. These browsers also provide a broad range of operating system support for Windows, macOS, major Linux distributions, and Google Chromebooks. 

There is no minimum CPU or RAM requirement as the virtual network environment runs on Team OTA’s cloud infrastructure. 

Participants may access the Team OTA Platform from a computer with a currently supported operating system and minimum screen resolution of at least 1200x720 pixels via any browser listed above. Most computers manufactured in the last 3 years meet these requirements. 

A consistent Internet connection is required and the minimum Internet bandwidth requirements to access the Team OTA is 10Mbps (lower speeds may be acceptable but the experience may be degraded). 

Participants are highly encouraged to access the system test found via https://cyberskyline.com/support/system/test, and check the Internet connection prior to the NCX to ensure optimal connectivity!! You can view more details on domains at https://docs.cyberskyline.com/system-requirements.

Participants, regardless of in-person or virtual, will use their own or institution-provided computing devices (laptop). Virtual teams will access their institution’s Internet connection to connect to the competition. 

We highly recommend the use of Kali Linux in the exercise as it comes pre-installed with the most popular and useful cybersecurity tools used by professionals in the industry. Participants are encouraged to install Kali Linux in a virtual machine (VM) to prevent unintentional damage to their host machine as the VM provides isolation against inadvertent changes to their host machine. Participants can run VMs using freely available software such as VMWare Workstation, Oracle Virtual Box, or QEMU. 

For some challenges, CyberChef is a recommended web application that provides a simple drag-and-drop user interface to manipulate and modify data. A mirror of CyberChef is available via https://cyberchef.cyberskyline.com

Participants may install additional software of their liking on their own systems to aid their ability to solve the challenges. However, all Internet resources must be freely available to all participants. 

The NCX is strictly accessible via the Team OTA Platform. The machines are effectively air-gapped to protect against attacks inadvertently leaving the competition network, so it will not have internet connectivity; however, participants can send files from the external network into the air-gapped machines.

Any local on-site mechanisms that interfere with NCX access or the accuracy or functionality of the scoring engine or manual scoring checks are exclusively the responsibility of the team/institution. This includes but is not limited to Internet connectivity, firewall rule, Intrusion Detection/Prevention Systems, Network Access Controls, and other participant-side defensive actions. 

The organizers make no guarantee of internet service availability; teams must be self-reliant.

[bookmark: _Toc223605687]DESIGNATED TARGETS & DESIGNATED ASSETS

Team OTA operates the competition platform on the domain or subdomains of cyberskyline.com for the purposes of delivering NCX challenge scenarios, scoring for the exercise, and reporting analytics. The Team OTA Platform and supporting infrastructure or services are expressly not a Designated Target. 

Any attacks against the scoring platform, purposefully or accidentally, will constitute a violation of the exercise rules and may result in immediate disqualification. Examples include launching automated scans or tools targeted towards the operating platform, attempting injections, altering targets, or attempting to manipulate data stored within the scoring system. Participants found manipulating, or attempting to manipulate, the Team OTA platform will be immediately disqualified from the exercise.

Designated Targets, such as servers or websites, designated for attack as part of a cybersecurity exercise scenario; and all such Designated Targets shall operate exclusively on the domain or subdomains of cityinthe.cloud. These Designated Targets may be attacked only as a part of your attempt to solve a cybersecurity practice scenario assigned to your account; and you may not under any circumstance attack any resource that is not a Designated Target. Any attack must follow all guidelines or restrictions provided by Team OTA within the platform or via its official support channels.

[bookmark: _r4db1duk3of1][bookmark: _Toc33020319]Designated Assets, such as servers or websites, designated for defense as part of a cybersecurity exercise scenario will be available via the Team OTA Platform and do not require additional VPN or terminal download. You may not institute IP address-based network traffic blocking unless explicitly allowed by an organizer.

[bookmark: _Toc223605688]CHALLENGE ARTIFACTS

Challenges may include associated data or computer resources necessary for the solving of a challenge (such as images, text log files, network traffic data, code snippets, web servers, computer programs, raw binary data, etc.). In some instances, artifacts may be made available for download. In others, artifacts may be provided directly within the Team OTA platform. 

Some artifacts may resemble malware or contain information mimicking real cyber-attacks. While these artifacts have been designed to be as inert as possible, artifacts may affect a participant’s computer environment and may trigger an antivirus response. It is the responsibility of the participant to take the proper precautions to interact with challenge artifacts in a safe manner. Exercise organizers and its affiliates are not responsible for any damages arising from a participant's use of challenge artifacts. 

When artifacts are provided directly within the Team OTA platform, it is the responsibility of the participant to interact with these artifacts in a non-damaging way. Artifacts modified or damaged by the participant may or may not be reset at the organizer’s discretion. 

In some instances, publicly shared artifacts will be automatically reset to ensure that everyone has an equal opportunity to access the artifacts.


[bookmark: _Toc223605689]HOTWASH

Immediately following each module, except for the Cyber Combat Exercise, there will be a facilitated HOTWASH. The HOTWASH provides for a more in-depth learning experience for the participants. Participants will learn the solutions and answers to the various challenges and tasks within each module.




REST OF PAGE LEFT BLANK

MODULE OVERVIEWS

SOFTWARE DEVELOPMENT MODULE	Comment by Chris Brown: changed font to match the rest

The Software Development module will feature challenges that require teams to both build and break software. In the build phase, participants will focus on restoring a web server back to operational capabilities. In the break phase, participants will analyze software to identify potential vulnerabilities and demonstrate proof of concept exploits against the software.

The Forensics module is 3.5 hours in duration, including introductory remarks, module overview and hotwash. 

As the full scope of Nautilus's supply chain compromise becomes clear, participants shift focus to the software systems underpinning the region's critical infrastructure — both rebuilding what has been degraded and interrogating what was never secure to begin with. Compromised update pipelines have left industrial control systems across the corridor in an unstable state, and teams will need to restore critical services to operational standards under realistic conditions. At the same time, transportation systems already in Nautilus's sights carry their own latent vulnerabilities, and participants must adopt an adversarial mindset to find and validate weaknesses across a live application environment before they can be exploited further. What SwitchPoint has made impossible to ignore is that software fragility is not an abstract engineering concern — in infrastructure where automation operates faster than human response, a single unpatched flaw can become the pivot point for regional instability.

Scoring:
Each phase will be worth 150 points for a total of 300 points. In the build phase, 50% of the points will be awarded for passing the provided test cases, the remaining 50% of the points will be awarded for passing the comprehensive secret test cases.

In the break phase, 90% of the points will be awarded for discovering and validating the designated vulnerabilities. 10% of the points will be awarded for participants that discover a non-designated vulnerability (a vulnerability that was unknown to the challenge creators). If no participants identify a non-designated vulnerability, the maximum points possible in the break phase will be 135 points.

	
ACTIVE ATTACK MODULE
The Active Attack module is 3.5 hours in duration, including introductory remarks, module overview and hotwash. 

The Active Attack module will be an opportunity for participants to showcase their abilities to gain access to a target machine/system and then retrieve, make changes to, and/or modify data. There are 6 types of attacks that participants will engage in: Denial of Service, Password Attacks (replacing DDOS), Session Replay, Masquerade, Message Modification, and Trojans. Each type of attack will contain 2 separate tasks for the participants to complete in order to gain access to the system, modify data, or exfiltrate data.

Investigators tracing SwitchPoint's early footprint discover that Nautilus has embedded itself across multiple layers of the region's infrastructure through a deliberate and methodical exploitation campaign. Evidence suggests their operatives have moved through critical systems using a range of techniques — disrupting services, abusing authentication mechanisms, manipulating trusted communications, and masquerading as legitimate users to avoid detection. Each intrusion reflects a calculated understanding of how these systems are built and where they are weakest. Participants will work through the attack vectors Nautilus has left behind, developing hands-on familiarity with the tradecraft that allowed the group to shape the battlefield long before the first alert was raised.

Scoring:
The 12 tasks will total 300 points, each task will be worth 25 points. Points are awarded upon
successful demonstration of an attack on the competition platform.

MALWARE MODULE
The Malware module will be an opportunity for participants to exercise their creativity and
develop innovative malware techniques to compromise a target system and exfiltrate data. The malware must achieve multiple objectives: exfiltrate a file, intercept network traffic, and create
persistence mechanisms.

Forensic teams piecing together SwitchPoint's architecture begin to uncover the malware infrastructure sustaining Nautilus's campaign beneath the surface. The group has demonstrated a layered approach to compromise — establishing covert collection mechanisms, maintaining communication with remote infrastructure, and embedding themselves deeply enough into target environments to survive initial remediation efforts. The picture that emerges is of a patient, deliberate actor more interested in persistence than spectacle. Participants will work to understand and dismantle this infrastructure from the inside, tracing the techniques Nautilus relies on to maintain access and mapping the full depth of a campaign designed never to be found.
	
Scoring:
Each challenge will be worth 100 points, with the points split across the questions/tasks (300 total points available).	Comment by Greene, Jason A: Are there 3 challenges totaling 300 points, or are we just normalizing whatever the total is at 15% of the overall scoring (consistent with scoring rubric chart)?	Comment by Chris Brown: 300 total.


POLICY MODULE

[bookmark: _Hlk93562638]The Policy Module is scheduled for 3 hours including introductory remarks, module overview and hotwash. The Policy Module focuses on exposing teams to legal and policy issues associated with planning and implementing a whole-of-nation response to a major cyber incident.

 Participants must be familiar with overall US Government cyber incident response plan and the National Response Framework (NRF), and understand the relationships, capabilities, limitations, and authorities of other organizations at the Federal, State, Local, Tribal, and Territorial (SLTT) levels, including the Armed Forces. Participants are required to maneuver through a robust compilation of existing Executive Orders, Presidential Policy Directives, and U.S. Codes to plan for a whole-of-nation response, in accordance with the National Cyber Incident Response Plan (NCIRP), both within their organization and while coordinating with external entities.

The Policy Module challenges teams to: 

· Highlight legal/policy impacts to incident response (to include coordination, authorities, and roles/responsibilities);  
· Identify the broad array of stakeholders involved in a response; and 
· Understand cyber incident response from the strategic and operational perspective. 

This module does not require technical solutions. 
The Policy module will be scored by a team of judges and points awarded. Refer to Appendix C for the scoring rubric and reading list. Additional scenario information will be provided to the teams at the onset of the module. 

Unlike in the other modules, there is one team (up to 5 members) per institution participating in the module.  Teams will be given one hour to gather data, formulate and produce, and upload their recorded presentation to a read only Dropbox. Latest submission will be graded. Further information provided during the Policy Module brief.  
	
Scoring: 
The presentation has 3500 points.	Comment by Greene, Jason A: Same questions as above. Should this be 300 points total or are we just going to normalize the total points as 15% of the overall score? Action: Please update associated scoring rubric accordingly	Comment by Chris Brown: 300 makes it easy - will update rubric too.

[bookmark: _Toc33020339]CYBER COMBAT EXERCISE

The Cyber Combat Exercise is a 6-hour, fictional scenario-based, live fire attack-and-defend cyber competition, including introductory remarks and module overview. There will not be a hotwash. 
SwitchPoint reaches full activation. What began as a pattern of subtle anomalies across the region's infrastructure has escalated into a coordinated, multi-sector disruption campaign, and participants are tasked with providing direct operational support to networks under active attack by the Nautilus Group.
The Cyber Combat Exercise is a live-fire, attack-and-defend competition in which teams will simultaneously defend their own Designated Assets from a simulated Nautilus adversary while conducting offensive operations against mirrored Designated Targets. Teams will also be required to complete a series of system administration tasks in support of continued operations throughout the exercise. Teams operate on isolated networks except during designated King of the Hill periods, during which a shared network comes online containing a new set of assets that all teams will race to compromise and hold simultaneously. The KOTH environment resets between rounds, and teams will be notified of these windows through the competition platform.
The services teams are responsible for span a range of technologies and system types consistent with the infrastructure threatened throughout the exercise. Scoring reflects the full scope of the competition — teams are evaluated on service availability, successful compromise of Designated Targets, completion of system administration tasks, and persistence on KOTH assets.
In addition to network-based challenges This year's CCX will include a hardware challenge built around software defined radios and signal intelligence. Teams will need to locate, identify, and decode transmissions across multiple radio protocols. Any necessary physical hardware will be provided.


Scoring:
Service availability checks will be performed every several minutes. Points will be awarded for each service that meets all of its operational requirements at the time of the check. Services that are not operational at the time of the check will award no points. Service checks will begin after a pre-defined setup period and will run continuously throughout the remainder of the exercise. The total points for service availability checks will be worth approximately 30%.
System administration points will be awarded at the completion of their associated task. The total points for system administration will be worth approximately 20%.
System compromise points will be awarded at the time of a successful compromise of a Designated Target. The total points for system compromise will be worth approximately 30%.
 King of the Hill (KOTH) points will be awarded based on a file check performed every several minutes on the KOTH assets. Only the team whose ID is listed in the designated location for the file check will be credited with the points for that check. No other teams will receive points for that check. Scoring for KOTH points will only occur during the designated KOTH time periods. The total points for KOTH will be worth approximately 10%.
The hardware challenge will be worth approximately 10%. 
Exact point totals will be determined based on the actual duration of the cyber combat exercise module.
The Cyber Combat Exercise Module has a total of 5000 points.	Comment by Greene, Jason A: Continuing with the stream of points comments. If the idea is to be consistently assigning points as a percentage of the overall score, then this total would be 800 for 40%. But if we’re just normalizing the points as a percentage of the overall score, this is a moot point. I don’t care one way or the other, just wanted a QC for consistency.	Comment by Chris Brown: The scoring across modules doesn't matter - trophy is based on ranking across modules.  So, not really normalized either, more like ranked choice.  

[bookmark: _Toc223605691]APPENDICES 

A. Knowledge & Skills List
B. NCX Schedule
C. Policy Content References 
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ORGANIZATION LOCATION AFFILIATION
U.s. Military Academy Virtual service Academy
U.5. Naval Academy Hybrid service Academy
U.S. Air Force Academy Virtual service Academy
U.5. Coast Guard Academy virtual service Academy
Norwich University In-Person Senior Military College
Texas A&M University Hybrid senior Military College
The Citadel In-Person Senior Military College
Virginia Military Institute In-person senior Military College
Virginia Tech In-Person Senior Military College
University of North Georgia In-person senior Military College
Professional Development Teams | __In-Person NSA
Cyber National Mission Force In-Person USCYBERCOM
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